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«» Computeach Diploma in Networking/Switching - Routing

Course Description:

This course is talking about the world of networking. It focuses on configuring, managing,
and troubleshooting elements of the basic network infrastructure, This course also covers
maintenance, management, and security of a network, You will use the Packet Tracer to
learn terminology, procedures and simulation combines hardware and software tasks to give
you the most realistic training experience.

Course Objectives:

After course completion candidates should be able to:

Identify basic networking concepts, including how a network works.

Identify how the data flow in a network from the cable throughout the computer.
Identify the network layers and the purpose of each layer on OSI model and TCP/IP.
Knows the network devices and each device task, and to which layer belongs, which
protocol uses.

Identify every device which kind of addresses use.

Know the problems network world has been faced, and the solution.

Know how to deal with data layer addresses .

Know how to deal with Network layer addresses (IPV4/ IPV6).

Know how to connect a network using Packet Tracer simulator and physical network
using switches , routers and every network component.

Knows the protocols and the purpose from it and how the network use it in managing
the data flow between layers.

Identify the VLAN, how to connect it, how to use it and why?

Learn the troubleshooting of the network.

Knows the security concept in the network.

Course Topics:

Topic 1: Networking basics

Definition of Network.

Network cables and connectors .

Overview about the devices required to establish a network.
TCP/IP model and OSI model in layering.

Topic 2: Describe how a network works

Describe the purpose and functions of various network devices .
Select the components required to meet a network specification .
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Use the OSI and TCP/IP models and their associated protocols to explain how data
flows in a network

Describe the purpose and basic operation of the protocols in the OSI and TCP/IP
models.

Determine the path between two hosts across a network.

Identify and correct common network problems at layers 1, 2, 3 and 7 using a layered
model approach

Topic 3: Configure, Verify and troubleshoot a switch

Topic

Explain basic switching concepts.

Perform and verify initial switch configuration tasks including remote access
management.

Verify network status and switch operation using basic utilities (including: ping,
traceroute, telnet, SSH, ARP, IPConfig), SHOW & DEBUG commands.

Identify, prescribe, and resolve common switched network media issues,
configuration issues, auto negotiation, and switch hardware failures.

Select the appropriate media, cables, ports, and connectors to connect switches to
other network devices and hosts.

4: Implement an IP addressing scheme and IP services to meet network

requirements:

Describe the operation and benefits of using private and public IP addressing.
Explain the operation and benefits of using DHCP and DNS protocols.

Implement static and dynamic addressing services for hosts in a LAN environment.
Calculate and apply an addressing scheme including VLSM IP addressing design to
a network.

Determine the appropriate classless addressing scheme using VLSM and
summarization to satisfy addressing requirements in a LAN/WAN environment.
Identify and correct common problems associated with IP addressing and host
configurations

Describe the technological requirements for running IPv6 in conjunction with IPv4.
Describe IPv6 addresses.

5: Configure, verify and troubleshoot router operation

Describe basic routing concepts.

Describe the operation of routers (including: router boot up process, POST, router
components).

Select the appropriate media, cables, ports, and connectors to connect routers to
other network devices and hosts.

Configure, verify, and troubleshoot RIP protocol.

Access and utilize the router to set basic parameters (including: CLI/SDM).
Connect, configure, and verify operation status of a device interface.

Verify device configuration and network connectivity using ping, traceroute, telnet,
SSH or other utilities.



teach

Computeach Intl. Est.1988

Training

Perform and verify routing configuration tasks for a static or default route given
specific routing requirements.

Manage I0S configuration files. (including: save, edit, upgrade, restore).

Compare and contrast methods of routing and routing protocols.

Configure, verify, and troubleshoot OSPF.

Configure, verify, and troubleshoot EIGRP.

Troubleshoot routing issues.

Verify router hardware and software operation using SHOW & DEBUG commands.
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«» Computeach Diploma in Networking /COMPTIA A+

Course Description:

This course talking about the fundamental concepts of computer hardware and software, the
component of computer and peripherals, how to maintenance, install and configure. Also talk

about the main concept of personal computer security.

Course Objectives:

After course completion candidates should be able to:

Identify the components of standard desktop personal computers.
Identify fundamental components and functions of personal computer operating
system.

Install and configure computer component.

Maintain and troubleshoot peripheral component.

Troubleshoot system components.

Install and configure operating system.

Maintain and troubleshoot installations of Microsoft Windows.
Identify network technology.

Support printers and scanners.

Support personal computer security.

Course Topics:

Topic 1: personal computer component

Personal Computer Component.
System Unit Components.
Storage Devices.

Topic 2: operating system fundamental

Personal Computer Operating System.
Windows File System Management .
Windows System Management Tools.

Topic 3: Installing and Configuring Peripherals Component

install and Configure Display Devices
Install and Configure Input Devices
Install and Configure Adapter Cards

Topic 4: : Maintaining and Troubleshooting Peripheral Components

Troubleshoot Display Devices.
Maintain and Troubleshoot Input Devices.
Troubleshoot Adapter Cards.

Topic 5: : Installing and Configuring system Component
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Install and Configure Storage Devices.
Install and Configure power supplies.
Install and Configure memory.

Install and Configure CPUs.

Topic 6: : Installing and Configuring system Component

Troubleshoot Storage Devices.
Troubleshoot power supplies.
Troubleshoot memory.
Troubleshoot CPUs.

Topic7: Installing and Configuring Operating Systems

e Install Microsoft Windows.
o Upgrade Windows.
e Add Devices to Windows.

Topic 8: Maintaining and Troubleshooting Microsoft Windows.

e Maintain Microsoft Windows.
e Troubleshoot Microsoft Windows.
¢ Recover Microsoft Windows.

Topic9: : Network Technologies

Network Concepts.
Network Communication.
Network Connectivity.
Internet Technologies.

Topic 10: Supporting Laptops and Portable Computing Devices

e Laptop and Portable Computing Device Components.
¢ |Install and Configure Laptops and Portable Computing Devices.
e Maintain and Troubleshoot Laptops and Portable Computing Devices.

Topic 11: Supporting Printers and Scanners

Printer and Scanner Technologies.

Printer and Scanner Component.

Printer and Scanner processes.

Install and Configure Printers and Scanners.
Maintain and Troubleshoot Printers and Scanners.

Topic 12: Personal Computer Security Concepts

e Security Fundamental.
o Wireless Security.
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% Windows Server 2012

Course Description:

This course primarily covers the initial implementation and configuration of core services
including Active Directory Domain Services (AD DS), networking services.

Course Objectives:

Install and Configure Windows Server 2012.

Describe AD DS.

Manage Active Directory objects.

Automate Active Directory administration.

Implement IPv4.

Implement Dynamic Host Configuration Protocol (DHCP).
Implement Domain Name System (DNS).

Implement IPv6.

Share files and printers.

Course Topics:
Topic 1: Deploying and managing windows server 2012

Windows Server 2012 Overview.

Overview of Windows Server 2012 Management.
Installing Windows Server 2012.

Post-Installation Configuration of Windows Server.

Topic 2: Introduction to Active Directory domain services

e Overview of AD DS.
e Overview of Domain Controllers.
¢ Installing a Domain Controller.

Topic 3: Managing active directory domain services objects
Managing User Accounts.

e Managing Groups.
e Managing Computer Accounts.
o Delegating Administration.

Topic 4: Automating active directory domain services administration

e Using Command-line Tools for Administration.
e Using Windows PowerShell for Administration.
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Topic 5: Implementing IPv4

¢ Understanding IPv4 Addressing.
Subnetting and Supernetting .
e Configuring and Troubleshooting IPv4 .

Topic 6: Implementing DHCP

Installing a DHCP Server Role.
Configuring DHCP Scopes.
Managing a DHCP Database.
Securing and Monitoring DHCP.

Topic 7: Implementing DNS

Name Resolution for Windows Client and Servers.
¢ |Installing and Managing a DNS Server.
Managing DNS Zones .

Topic 8: Implement files and print services

Securing Files and Folders .
e Protecting File Shares with Shadow Copies .
Configuring Network Printing.
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% VMware

Course Description:

This course talk about VMware installation, configuration, managing
Course Objectives:

Learn the usage of VMware.

Learn to install and configure it.

Learn to install multiple operating system on the same device.
Learn to troubleshoot the operating systems.

Course Topics:

Topic 1: Overview about the VMware usage.

Topic 2: installation and configuration.

Topic 3: install multiple operating systems on the same device.



